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The year in security started out with the discovery of serious vulnerabilities in the
hardware level, a revelation that eroded the implicit trust the industry had on the
bedrock of modern computing: microprocessors. In other parts of the security
landscape, this might as well have been a signal of what was to come.

The traditional assumptions or indicators about what, where, and how security
risks can enter the network have never been as unreliable as seen in recent
concurrent developments: the shift from attention-getting ransomware to the
more subtle but incrementally damaging cryptocurrency miners; the continued
emergence of “fileless” threats; the escalation of financial losses suffered from
deceptively simple business email compromise (BEC) scams; and even the
realization that router attack payloads have progressed beyond distributed denial-
of-service (DDoS) attacks. While the usual entry points of these threats — email,
vulnerabilities, malicious websites — have been mostly taken for granted, the
direct and subsequent repercussions from their successful exploitation are very
real.

In this midyear report, we track the tendency of security risks to emerge from
aspects of computing that are often overlooked and show how costly they can be
especially for enterprises.

Given their increasingly complex and fast-paced tasks in addition to the range of
responsibilities that they carry today, IT administrators in particular must find some
way to navigate the additional burden that these developments entail. For instance,
cryptocurrency mining does not announce its presence in the network: IT admins
must learn to look for telltale signs lest their enterprises suffer the weight on system
resources, the wear and tear on company assets, and a larger power bill. Attacks
involving BEC, a heavily socially engineered threat that can lead to significant
losses, adds a human component to the security equation that IT admins must
also be empowered to deal with. Likewise, IT admins likely have not had to apply
patches to a wide swath of computer firmware for a long time, but waiting will only
expand the window of exposure now that proof-of-concept exploits have become
publicly available. And with the number and variety of emerging threats, IT admins
must find a way to see the bigger picture — Is there an ongoing targeted attack
against the company? — in order to provide an adequate security response.

As enterprises face the rest of the year and beyond, it is worth reviewing the
first half of 2018 to see what has changed in the landscape, to ascertain which
emerging threats to watch out for, and at least in some cases, to realize that the
traditional way of securing networks no longer applies.




Serious vulnerabilities discovered
N hardware make patching even
more challenging

Pervasive CPU firmware flaws introduce
more patching challenges

In January, Google announced the discovery of severe, microprocessor-level vulnerabilities that give
attackers a means to access sensitive information previously thought of as fundamentally isolated.” The
vulnerabilities used by Meltdown (CVE-2017-5754) and Spectre (CVE-2017-5753, CVE-2017-5715) are
flaws related to the speculative execution of CPU instructions in certain brands of microprocessors.2
Meltdown affects computing devices, including desktops and laptops that use any Intel processor
released since 1995 (other than Intel® Itanium® and Intel Atom® processors before 2013).% For variants of

Spectre, devices running x86 (Intel and AMD) and ARM-based processors are affected.*

Unlike regular software vulnerabilities, which are limited to certain operating systems or specific versions
of specific software and which can be addressed by single vendors, Meltdown and Spectre pose unique

challenges to the computing industry at large and to individual corporate networks in particular.

The discovery of the flaws means that the entire computing ecosystem has been vulnerable for a long
time. Additionally, the design flaws are so basic and integral to the function of modern computers that it
is likely that similar types of vulnerabilities exist alongside them. In fact, less than five months after the
announcement, a Speculative Store Bypass flaw, a vulnerability similar to Spectre, was disclosed.® The
computing industry can thus expect to live with the repercussions of these discoveries in the foreseeable

future.
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Figure 1. Meltdown and Spectre are weaknesses that lie deeper in the computing stack than regular
software vulnerabilities: Diagram of a sample computing stack and where vulnerabilities are located

More concerning, however, is that while vendors have repeatedly assured that no exploit has been found
in the wild, attackers now know to look at this aspect of the computing stack more closely than ever
before. A possible indicator of this interest is the appearance of a number of Meltdown- or Spectre-
related samples in an antivirus-testing firm’s malware database,® although the number might point to little
more than researcher interest or slightly modified versions of the disclosed proofs of concept. Actual
working exploits for these would be highly valuable information considering the large market share of the

affected vendors.

For IT admins, patching each and every computing device in the network is nonnegotiable, but it’s not as
easy as it sounds. For one thing, the involvement of multiple microprocessor vendors, operating system
developers, and even browser makers that can provide either complete solutions or partial mitigations to

the flaws can prove difficult to manage because of the differing rollout strategies and timelines.

On top of that, IT admins need to make calculated decisions about whether they value security or system
performance more before they install patches. In certain instances, as in Microsoft’s system performance
study after patching for Meltdown and Spectre, computers running older operating systems have been
found to suffer a noticeable decrease in system performance.” In other cases, even modern systems can

be rendered unbootable.?
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Legacy and older systems definitely remain at risk as well. Industries that tend to retain them for ease of
use or practicality, including healthcare organizations where system upgrades would require downtime,

should therefore examine their internal security strategies.

Volume of vulnerability advisories
topped by Adobe, Foxit, Microsoft

Vulnerability research is critical in the overall health of the security landscape. In an environment of
responsible disclosure, vulnerability researchers have a platform that will recognize their efforts and lead
to immediate mitigations and responses from affected software vendors. In the first half of 2018, with the
help of over 3,000 independent researchers who contribute to the Zero Day Initiative (ZDI) program, we
published 602 advisories (up from 578 in the previous half year), only 23 of which exceeded their vendor

coordination timelines and thus were released without vendor patches or mitigations.

The largest share of advisories pertained to the supervisory control and data acquisition (SCADA) human-
machine interface (HMI) software vendor Advantech. But among home and office software vendors,
Adobe was issued the most number of advisories. Of the different Adobe products, Adobe Acrobat Pro
DC was issued the most number of advisories, a number of which were for ImageConversion processes.
Interestingly, Foxit, which is largely considered an alternative PDF reader, had vulnerability issues of its
own. As for Microsoft, roughly a third of its vulnerabilities had to do with its Internet Explorer and Edge

browsers, while the rest were mostly in Windows.
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Figure 2. Adobe had the most number of advisories among home and office software vendors:
Half-year comparison by vendor (non-SCADA) of number of vulnerabilities found
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Vulnerabilities will continue to be in the background for enterprises, but these organizations must never
be lulled into a sense of complacency, given how closely cybercriminals pay attention to these kinds of
developments. In May, the Rig exploit kit started using CVE-2018-8174,° a remote code execution bug
in the Windows VBScript Engine affecting Microsoft Office and Internet Explorer,’® 35 days after the
vulnerability was first disclosed! and 17 days after the vulnerability was patched by Microsoft. Rig also
used CVE-2018-4878, a use-after-free bug in Adobe Flash.'2 Eventually, other exploit kits like Magnitude
and Grandsoft started using CVE-2018-8174 as well."®

The continuous onslaught of newly discovered vulnerabilities only makes it that much harder for enterprises
to catch up. Oftentimes, due to the volume of vulnerabilities and the competing priority of keeping the
network available, they need to make practical tradeoffs by assigning importance to certain vulnerabilities
and leaving open patches to other vulnerabilities to a later time. Consequently, enterprises have their own
individual windows of exposure that rely heavily on when an exploit is made known or discovered and
whether they have deemed the vulnerability important enough to fix the day a patch is released. Since
cybercriminals are always on the lookout for easy-to-exploit and widespread vulnerabilities, enterprises

need to make sure they are making the right tradeoffs.

SCADA advisories increase by 30%

Vulnerability researchers have found a considerable number of SCADA-related vulnerabilities in 2018
so far, 30 percent more than those found in the previous half year. Fortunately, the number of advisories
released where vendor coordination exceeded timelines decreased significantly, meaning vendors were

able to release a patch or some form of mitigation for the corresponding issue alongside our advisory.
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Figure 3. More SCADA vulnerabilities were disclosed in 1H 2018:
Half-year comparison of disclosed SCADA vulnerabilities
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Notably, 65 percent of the SCADA-related vulnerabilities were found in the web-based HMI software
Advantech WebAccess. A SCADA HMI is the main digital hub that manages critical infrastructure and
oversees the status of different control systems, which in turn have direct control over plant operations.
It typically has limited access to the individual processes, but is able to send production goals or value
targets and harvest diagnostic data about specific operations. In this sense, data shown in the HMI has
reconnaissance value for attackers. On the other extreme, if an attacker is able to make damaging set
point changes to containers of sensitive substances, then damage to equipment and property is possible,

although less likely.

The SCADA market is highly active with vendors'* large and small all over the world, and the focus of
these vendors is often on the more profitable side of the business, which is the actual industrial equipment.
Because of this, the resolution of a discovered SCADA-related vulnerability can take around 150 days
on average, according to a study conducted by our researchers.'™ This picture varies widely from one
vendor to another, which can be a problem for organizations hoping to patch the HMI software as soon

as possible.

Addressing security vulnerabilities in the SCADA space will become especially important for IT admins of
critical infrastructures in the European Union (EU) because of the newly enacted directive on security of
network and information systems (NIS Directive).'® The directive applies to organizations in EU member
states running essential services, and requires them, among others, to secure their operations by
establishing an incident response team and cooperation groups and by imbibing a culture of security.
Noncompliance with the directive could carry the same hefty penalties as the EU General Data Protection
Regulation (GDPR):'7 up to €20million or 4 percent of the company’s global annual turnover, whichever is

higher.®

8 | 2018 Midyear Security Roundup: Unseen Threats, Imminent Losses



Cryptocurrency mining
detections more than
doubles while ransomware
remains an enterprise threat

Cryptocurrency mining detections peak

If the price hike on high-end graphics cards in 2017 is any indication, enthusiasts are keen on acquiring
cryptocurrency such as bitcoin, Ether, or Monero by setting up expensive mining rigs or participating
in mining pools. Mining virtual coins, which are seen as an alternative and theoretically more secure
medium of exchange, sounds deceptively simple. But the real technical challenge is how miners can
generate enough computing resources in a sustainable manner while still turning a profit, i.e., how to
keep electricity costs below the price of coins mined, while keeping US$1,000-plus graphic cards from

overheating or getting damaged over the course of round-the-clock mining.

It should come as no surprise that this interest would bleed into the cybercriminal realm. Cybercriminals
would have predictably realized that they could outsource mining activities to unsuspecting users’
computers. We have seen this trend late last year when we started detecting pieces of software that are
performing or contributing to mining activities without explicitly asking for the user or device owner’s
consent to do so. In some cases, even legitimate mining tools are abused, but when these are installed
in an unauthorized manner — for instance, inside an enterprise network unrelated to cryptocurrencies —
they would be considered unwanted software. For the purpose of our discussion, we have grouped these

kinds of software under “cryptocurrency mining detections.”

In 2017, cryptocurrency mining detections climbed from around 75,000 detections in the first half of the
year to about 326,000 in the second half.2® Compared to the previous half year, the first half of 2018 saw

a 141-percent increase in cryptocurrency mining detections.
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Figure 4. Cryptocurrency mining continues to rise:
Half-year comparison of cryptocurrency mining detections

In2018, we also started detecting only cryptocurrency miner families that have outright malicious behaviors.
Despite this distinction, we still saw 47 new cryptocurrency miner malware families. This indicates that
different groups, rather than just an invested few, are mobilizing to take advantage of stealthy means to

mine cryptocurrency.

Throughout the first half of 2018, hackers used a variety of vectors, including server exploits, a PHP
vulnerability, malvertisements, other forms of malware, and even a potential financial scam site, with the
end goal of installing miners. This pattern continues the trend seen in 2017, where cybercriminals seemed
to be exploring all possible avenues, knocking down multiple paths to see which would bring them the

most gains.
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Figure 5. Cybercriminals used different tactics to distribute cryptocurrency miners:
Timeline of tactics used in 1H 2018

The interest in cryptocurrency is so high that some hackers have gone the direct route to the virtual
currency by hacking into large cryptocurrency exchanges. Hackers took off with US$500 million worth of
NEM coins by breaking into one such cryptocurrency exchange in January,?' while hackers in India stole
US$3.3 million worth of bitcoins from another in April.?? Interestingly, these trends persisted even as the

value of cryptocurrency itself declined throughout the first half of the year.®®
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From an enterprise point of view, the presence of unauthorized cryptocurrency miners in the network is a
red flag not only for the affected individual user device but also for overall network security. The damage
from cryptocurrency miners, particularly the intentionally malicious ones, is not as straightforward as
the more visceral effects of ransomware, but this does not mean that enterprises do not pay a price.
Cryptocurrency miners hijack computer resources, which can be maxed out in the process of mining. This
can affect network performance and result in hardware wear and tear, which in turn can lead to diminished
asset life span and increased energy consumption. The new challenge for enterprises lies in the fact that
cryptocurrency miners are less visible, more silent threats, the non-detection of which is likely to induce

a false sense of security.

Ransomware slowing down in volume,
but continuously evolving

In the first half of 2018, ransomware detections grew just 3 percent from the previous half year, a
noticeable slowing down compared to previous periods. But while cryptocurrency mining detections
may have replaced ransomware as the top detection, attackers have not completely lost sight of the

ransomware profit model.
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Figure 6. Ransomware detections grew just 3 percent: Half-year comparison of ransomware detections

The slowdown is more likely an expected result not only of the increased public attention on ransomware
attacks but also of the corresponding mitigation and improved backup practices conducted on the

network level resulting from their coverage.
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Figure 7. Fewer ransomware families emerged: Half-year comparison of
new detected ransomware families

Cybercriminals appeared to respond by continuing to evolve their approach to maintaining and deploying
ransomware, as can be observed in the notable new ransomware families seen in the first half of 2018:
GandCrab, BlackHeart, SynAck, and Black Ruby. GandCrab emerged in the first quarter of 2018 and
was noted for improving not only its encryption and decryption routines but also its persistence in the
system,®® indicating developers who could adjust quickly to the ransomware’s success or failure in the
wild. BlackHeart packages a malicious payload alongside a legitimate but outdated version of AnyDesk,
which seems to be a front to hide what the ransomware is doing in the background.®® SynAck was the
first to use process doppelganging, a technique, introduced only in 2017, that can make detection and
analysis by researchers difficult.?> As for Black Ruby,*! it not only functions as ransomware but also installs
a Monero miner — further evidence that both ransomware and cryptocurrency mining are considered

profitable by cybercriminals.

Ransomware uses a variety of entry points and techniques, so there is no singular mode of protection that
can ensure that it can be detected, let alone blocked, in all cases. Enterprises must therefore employ not
only a multilayered approach to protection, but also a security solution that blends different threat defense

techniques intelligently to apply the appropriate technology at the right time.
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Mega breaches rise even as GDPR
penalties loom

In April 2016, the adoption of the EU General Data Protection Regulation (GDPR), a landmark regulation
that imposes heavy fines even on non-EU organizations as long as they are found to have handled EU
citizen data inadequately, made waves in the security landscape.*? Affected companies had two years to

prepare for compliance: The regulation had a May 25, 2018, enforcement date.*®

A reduction of reported breaches in the months leading up to the enforcement of the GDPR is perhaps
the biggest indicator that companies have ramped up their data protection strategies. Unfortunately, the
number of breaches did not decline. According to the relevant data set from Privacy Rights Clearinghouse,
which monitors data breaches reported in the U.S. through either government agencies or verifiable media
sources, 259 cases of data breaches were reported in the first six months of 2018 — only marginally

higher than in the previous half year.
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Figure 8. More data breaches were disclosed:
Half-year comparison ofdata breaches reported in the U.S.
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Using the same data set, we determined that 15 data breaches in the first half of 2018 involved more
than a million exposed data records in each case. The majority of these so-called “mega breaches”
affected retailers or online merchants. While the number of these breaches rose by only six compared to
the previous half year, that seemingly negligible increase meant that at least six million more records —

certainly a not negligible number — were affected.
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Figure 9. More mega breaches were disclosed: Half-year comparison of data breaches reported
in the U.S. each with more than one million affected records

Data breaches have been a regular feature of the threat landscape for quite some time now. And the
recent rise in data breaches can be an indication of both an increase in actual incidents and an increase

in the reporting of these attacks for compliance with data-related regulations.

What’s more interesting is that, from the same data set, it appears that 42 percent of the incidents occurred
via unintended disclosure, while 41 percent resulted from hacking. Additionally, based on information
available about the reported breaches, more records were exposed inadvertently than were affected by
hacker activity. This means that even if enterprises are aware of the risks of data breaches, they may still

be unable to enforce proper data protection mechanisms in a comprehensive manner.
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Figure 10. The top data breach method was unintended disclosure:
Distribution of data breach methods in 1H 2018

A number of the larger breaches were related to unattended cloud assets. A nearly 2-terabyte database
of up to 340 million records maintained by a marketing firm was discovered by a security researcher
to have been exposed on a publicly accessible server.*® A bug in a mobile network operator’s website
allowed anyone, using just a cellphone number, to access the personal details of any customer, although
the bug was in a customer care portal and not on the main site.*” A data technology company left a cloud
storage bucket in a public cloud location — without a password — where the file it contained unpacked
to over a terabyte of 48 million records representing individual profiles scraped from different social
networks.*® And a bakery-café chain company leaked millions of names, email addresses, and other
customer records after simply leaving customer registration information in plain text on its website.*® This
series of incidents made it seem as though the previous years’ data breaches, including several high-
profile ones, had done little to change at least the basic aspects of enterprises’ security hygiene, such as

where and how customer data is kept.

Another interesting data point relates to how healthcare is the most breached industry in terms of number
of incidents. In our research on exposed medical systems,*® we highlighted several possible reasons
that healthcare facilities seem to be having some difficulty in improving network security. These reasons
include patient care’s being the highest priority and hence where the bulk of resources are spent, the
number of internal users who are in heavy rotation and have access to several systems, and the lack of

dedicated cybersecurity response teams.
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Figure 11. Healthcare was the most breached industry:
Industry distribution of breaches in 1H 2018

We also looked at data breach advisories and disclosures from all over the world to get a broader view of
the problem. (A summary of these publicly available data breach disclosures outside the U.S. is available
in the Threat Landscape in Review section of this report.) We found no fewer than 18 data breaches that

exposed at least 100,000 records, and at least nine that could be considered mega breaches.

The mega breaches outside the U.S. included one involving a Chinese video-sharing and streaming site,
where close to 10 million records such as user IDs, nicknames, and passwords were leaked.5" In Norway,
a hacking attack on a healthcare provider exposed almost three million patient records.®? In Israel, an app
that connects preschool teachers with parents was found to have a vulnerability that allowed information
shared in the app to be leaked online, including some six million photographs that might have contained
children’s faces or personal details.®®* And in Dubai, the storage system of a ride-hailing service was found

to have been accessed by hackers, exposing the personal data of 14 million customers.5*

It’s easy to discount the impact of a data breach these days, considering that companies have bounced
back even after experiencing major breaches. But the impact of a data breach to an enterprise’s bottom
line is all too real. According to a global study that factors in several aspects of data breaches, the cost
of mega breaches, specifically, can range from US$40 million to US$350 million.% Until enterprises learn
their lesson, they will continue to run the risk of suffering the consequences of data breaches, including

lost business and customers, reputation nosedives, and re-appropriation of resources for remediation.

Enterprises should shore up their defenses against data privacy issues, especially in light of the
enforcement of the GDPR.%” The regulation mandates the implementation of data privacy policies among
companies that harvest, keep, process, or otherwise handle data of EU citizens. Notably, it requires
affected companies to notify their customers, supervisory authorities, and at-risk parties of a data breach

within 72 hours of becoming aware of it. Compliance with the GDPR can surely promote the proper
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security posture for protecting data, whether or not it belongs to EU citizens, and it could have prevented

a number of the incidents mentioned here.

Beyond mere compliance, however, enterprises should work toward fulfilling a comprehensive data
protection strategy that implements security measures and multilayered technologies and also sets forth
contingencies in the event of a security incident. And since unintended disclosures with regard to the use
of cloud-based services were also a large part of recent data breaches, enterprises must also extend their

security practices to the cloud and even to third-party partners that store their data.
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Router security still weak
despite Mirai alert

We have long been monitoring the threat landscape for the emergence of significant threats to the
internet of things (loT). However, as smart devices continue to increase in number, the standardization
of the associated software still leaves much to be desired. Consequently, attackers are unlikely to find
a homogeneous enough deployment of a specific device type or software to successfully exploit, and
we have yet to see a massive attack that targets only smart devices. Meanwhile, an oft-overlooked
component of internet communications is opening home and office networks, which can host all kinds of
devices like regular computers and smart coffee machines, to cybercriminal attacks: the inconspicuous

router.

In late March, we picked up scanning activity reminiscent of Mirai from infected routers in China, with
Brazil-based devices as apparent targets.%® First seen in 2016, Mirai was responsible for DDoS attacks
coming from infected vulnerable devices.® Its source code has since been publicly released,®® meaning
cybercriminals can use and modify it to launch their own campaigns. As in previous cases, the use of
default credentials was exploited by hackers to hijack internet-connected devices, a large portion of

which were home routers and IP cameras.®'

At around the same week, we were also able to obtain code indicating that a similar campaign was running
in Brazil.52 And in May, we detected another Mirai-like scanning activity in Mexico, but with the difference
being the use of vulnerabilities specific to Gigabit Passive Optical Network (GPON),®® a technology used

in providing fiber connectivity to home or office networks.

However, the biggest networking device-based attack in the first half of 2018 was the multistage VPNFilter
attack. Earlier similar pieces of malware like Mirai and Reaper, which affected more than one million
organizations in 2017, have relatively simple structures and payloads. VPNFilter, though, is quite different:
It comprises a persistence component, a data harvester, and a sniffer plugin, and includes a virtual kill
switch that can render a router unusable. While its activities have been seen since as early as 2016, at its

peak, it was able to infect half a million networking or networked devices in at least 54 countries.®®
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Mirai

(first variant in 2016)

Reaper

(October 2017)

VPNFilter

e Scans a wide range of IP
addresses.

e Brute-forces devices
with weak credentials via
a predefined list of default
credentials.

e Used in DDoS attacks that
involved hundreds of thousands
of commandeered CCTV
cameras, DVRs, and routers.

e Caused several high-profile

e Uses exploits in 10T devices.

¢ Affects routers, IP cameras,
and NAS devices.

¢ Affected more than one million
organizations.

e |Integrates an execution
environment that allows
operators to deliver codes for
DDoS, traffic proxying, and
other activities.

e Composed of three
components built for redundancy
and ensuring persistence.

® Has a reconnaissance
component that can also harvest
data.

e Contains a self-destruct
function that can leave routers
unrecoverable.

e Affected 500,000 routers in at
least 54 countries.

websites to be inaccessible. .
e Has several plugins for

increased functionality.

*Its source code has since
been released, meaning other
cybercriminals can build their own
versions of the malware.®®

Table 1. VPNFilter had considerably more components than previous large router-based attacks:

Comparison of Mirai, Reaper, and VPNFilter

Despite the awareness raised regarding this attack, which even included a public service announcement
by the Federal Bureau of Investigation (FBI) warning users to power-cycle their routers,”® small business
and home office networks remained vulnerable not only to the VPNFilter attack but also to several other
vulnerabilities. In our scan data on potentially VPNFilter-affected routers, we were able to identify 19 bugs
in total to which said devices are vulnerable. The vulnerabilities were a mix of years-old vulnerabilities,
like CVE-2011-4723, and relatively newer ones, including several password- and authentication-related

issues.™

VPNFilter’s coverage, along with the combined impact of the earlier attacks, paints a vivid picture of what
exactly is at risk when users continue to fail to heed common-sense router security best practices, such
as changing default username and password combinations (since these are often searchable and thus
easy to crack remotely), changing default settings, and regularly checking for and installing firmware

updates.
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Fileless, macro and small-sized
mMalware challenges purely
file-based security technologies

Traditional antimalware solutions have a straightforward relationship with new malware variants: Vendors
can create a range of pattern types that can detect the specific malware or variants thereof. While no
groundbreaking evasion technique has been seen in 2018 so far, we have observed how cybercriminals
persist in fine-tuning individual malware campaigns in order to increase their chances of circumventing
file-based detection technologies. We have seen cybercriminals do this in the first half of 2018 notably

through their use of fileless threats, macros, and malware with small file sizes.

Fileless threats are so named because they are typically executed in a system’s memory or they reside in
the system registry, rather than making use of binaries or executables that are written to a machine’s local
storage. In a way, their use is akin to getting rid of the paper trail and performing the malicious activities on
the fly. The malicious code can be injected into the memory of a running application or by running scripts
via otherwise legitimate tools like PowerShell. We are able to detect fileless threat activities by tracking

non-file-based indicators such as specific execution events or behaviors.

34,155
32,949
24’430 25’129 I I
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Figure 12. Fileless malware continued to be seen:
Fileless events blocked by month in 1H 2018
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Macros also continued to be part of the threat landscape, but an uptick in May was seen in part due to
Powload, specifically its distribution via malicious spam.” The spam typically leads to malware like Ursnif
and Bebloh, but first relies on the attached or linked macro to execute the download of the final payload.
Outside of spam, however, we saw malicious macros used even in targeted-attack campaigns. Similar to
the MuddyWater campaign tactic used in 2017, a targeted attack component we found in May involved
a malicious Word document embedded with a malicious macro. Once macros are enabled, the code will
execute the crafted PowerShell scripts to ultimately download a backdoor, which presumably is the main

reconnaissance component.”
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Figure 13. The uptick in macro malware detections was due to Powload:
Macro malware and Powload detections by month

Macros continue to be attractive to cybercriminals as a delivery mechanism because they provide another
way of concealing malicious intent while retaining powerful functionality. Macro malware is more difficult
to detect than malware executables because they run the intended code only after a user enables macros

in a file, thereby keeping traditional file scanning from revealing any malicious code at the onset.

Another important uptick we observed in the first half of 2018 concerned the proliferation of TinyPOS,
a years-old family of point-of-sale (POS) malware that has an extremely small size. It was so prevalent

during this period that it accounted for about three quarters of the total POS malware detected.
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Figure 14. POS malware detections increased:
Half-year comparison of POS malware detections

We believe the increase might be in part due to the release in May of the source code of TreasureHunter,
a POS malware family that has been seen since as early as 2014.7* It’s not unusual for similar or related
malware infections to see a spike in the event of a malware source code leak. The source code release
widens the reach of POS malware to other cybercriminals wanting to venture into the lucrative retailer
space and building their own versions for their own campaigns. Additionally, a new family of POS malware

called PinkKite emerged,” which Trend Micro also detects as TinyPOS.

Jan Feb Mar Apr May Jun

Figure 15. TinyPOS detection spike happened in May:
TinyPOS monthly detections for 1H 2018
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These pieces of POS malware have small file sizes, which typically leave cybercriminals a few options in
terms of commands — for instance, there is only space to include a URL or an IP address for call-home
purposes. This structure, however, can be easily mistaken for normal or benign files, so detecting it,

though not impossible, becomes a bit more challenging.

For IT admins in charge of large retailers that use POS terminals heavily, it is important to establish
a multilayered means of protection. Endpoint application control can protect retailer networks from
POS malware by restricting execution of software only to whitelisted applications, while network-based

solutions can flag outbound communications on top of examining inbound ones.

The prevalent trend of fileless threats and the like signals an awareness by cybercriminals of the inherent
weaknesses of relying solely on antimalware technologies. Fortunately, most threats are multi-component
by nature: They use emails or links as delivery mechanisms, deliver other components or the final payloads
via servers, or leave behavioral clues in network or system logs. Enterprises can manage the risk of
fileless and macro threats by taking a cross-generational approach and employing additional, integrated

layers of protection across the network.
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BEC losses exceed projection
as BEC attempts exhibit
steady growth

Incidents of business email compromise (BEC) continue to be a problem for enterprises. In BEC attacks,
the classic social engineering tactic is at work: By impersonating certain people (like C-level executives,
a regular supplier or employee asking for payment, an attorney) via email, scammers can intercept funds
in what should have been routine money transfers to other people inside the company or third parties
such as vendors and service providers. In some cases scammers would steal personally identifiable

information of employees and executives towards the same goal.

While the actual attack details may differ per incident, BEC requires attackers to conduct enough
reconnaissance about the target company to identify clues or weaknesses that they can exploit. They can
then either convincingly impersonate a figure of authority, usually a C-level executive, who can authorize
wire transfers or request sensitive information (like a company’s W-2 records’®), or hijack that person’s
email account. BEC is low-tech — it relies heavily on open-source intelligence and social engineering —
but it is incredibly high-yield. This is why we predicted the continued increase of BEC losses well into
2018.7

The FBI, which has been monitoring BEC scams since October 2013, has recently updated its running
total of losses incurred in reported BEC and email account compromise (EAC) incidents to US$12.5
billion,”® which represents a 136-percent increase from the agency’s last tally in May 2017. This number
is also 39-percent higher than our minimum projection of cumulative losses from BEC attacks, indicating
a worsening ability by targets to identify scams from normal email communications despite regular

advisories from law enforcement and considerable media coverage of the activities.
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Figure 16. Actual cumulative losses from BEC and EAC exceeded Trend Micro’s minimum projection:
Cumulative losses from BEC and EAC incidents according to the FBI

Meanwhile, we observed a 5-percent increase in BEC attempts in the first half of 2018, compared to the
second half of 2017.
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2017 2018

Figure 17. Number of BEC attempts increased: Half-year comparison of recorded BEC attempts

Note: Data refers to the number of BEC attempts seen, which does not indicate whether the attacks were successful.

BEC samples consist mainly of CEO fraud.

The BEC problem has become such an international issue that federal authorities in the U.S., including
the FBI and the Department of Justice, have launched Operation WireWire. The coordinated effort has led
to 74 arrests in the U.S. and other countries (including Nigeria, Canada, Mauritius, and Poland) and the
recouping of around US$14 million in fraudulent money transfers.” This development will definitely affect
the volume of BEC scams, but new individuals or groups could step up given the ease of implementation

of these attacks.
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On the network level, enterprises need to start looking at better strategies to deal with email-based
threats. Because of their use of social engineering, file-based detection will not work, but email reputation
technologies can, to a certain extent, assist in protection. In addition, BEC-specific solutions, such as
artificial intelligence-powered solutions that use expert rules and machine learning techniques® like
analyzing email senders’ writing styles to scrutinize as to whether certain emails are spoofing persons in

the company, are worth looking into.
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Threat Landscape in Review

In the first half of 2018, the Trend Micro™ Smart Protection Network™ infrastructure was able to protect
users from over 20 billion threats — a multitude of different email, file, and URL components used in

different cybercriminal operations.

2104/88)3/9/9§2/0/9

Overall threats blocked in the first half of 2018

This volume of threats is just a few billion threats lesser than in the previous half year.
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Figure 18. Volume of email and URL threats blocked increased slightly:
Quarterly comparison of blocked email, file, and URL threats

We observed a spike in the number of new detected cryptocurrency miner families as well, owing to

cybercriminals’ increasing interest in mining virtual currency using as many user devices as they can infect.
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BATMINE DLDRETN MALKARBO | MINERBOT POWXMR TOOLXMR
BLOUIROET HELAMINE | MALLTC MMBTC RETADUP TOOLZEC
BTCTOOL LINDMINE MALREP MMETH SHAOSMINE WEBJSE
COFFEE MALBTC MALXCN MMXMR SILVERSPACEETN | XENOM
CRYPTOLOOT MALDCR MALXMR MNRGRIMEX | TOOLBTC XMRMINE
CRYPTONIGHT | MALELI MALXMRIG OPMINE TOOLDBL XMRTOOL
DASH MALETH MALXR OTOTI TOOLETN ZCAMINE
DLDRETH MALETN MALZEC POOLVAULT TOOLRVN

Table 2. 47 new cryptocurrency miner malware families were detected:
New cryptocurrency miner malware families detected in 1H 2018

Meanwhile, this development does not mean that ransomware has disappeared from the landscape.
The business model of extortion via ransomware will likely remain as a viable means of gaining profit for

cybercriminals. However, the total number of new ransomware families decreased overall.

ACKNYS CRYPTOR EXOCRYPT INSTALADOR PAIN STINGER
ADAMLOCKER CRYPWALKER FAKEKILLBOT KASITOO PEDCOT SURESOME
ANIMUS CSGO FBLOCKER KINGBOROS PESOJ TALINSLOCKER
AURORA CYPEN FILECODER KRAKATOWIS RANCIDLOCKER TBLOCKER
AUSIV CYSEARCHER FILECRYPTOR | LADON RANDOMLOCKER | TEARDROP
AUTISMLOCKER | DATAKEEPER FOREIGN LAZAGNECRYPT | RAPID TEERAC
AVCRYPT DEATHNOTEBATCH | FURY LEBANA REDEYE THANATOS
BANACRYPT DEDWARE GANDCRAB LILFINGER RONT TK
BLACKHEART DEFENDER GEGLOCKER LIME RSAUTIL TRON
BLACKRUBY DEUSCRYPT GLOBIM MAGICIAN RUSSENGER USELESS
BLANK DGER GOODRABBIT MEINE SATURN VBRSCARE
BOSLOKI DIRCRYPT HAKNATA MINDCRYPT SATWANCRYPT VERTUN
BYTELOCKER DISKDOC HARROS MINDLOST SATYR WADHRAMA
CARDSOME DONUT HAXLOCKER MONEROPAY SEPSIS WANNAPEACE
CCP DOTZERO HEARTBLEED NECNE SEQUR WHITEROSE
CESLOCKER DWORRY HERMES NIKSEAD SIGMA WYVERN
CRUSIS DYAR HOLA NMCRYPT SIGRUN ZENIS
CRYBRZ ELGOSCARE HONOR NOWORI SKIDDY ZLOCKER
CRYPT EMBRACE HORSUKE PABGEE SKYFILE

CRYPTOLOOT EVERBE INSANECRYPT | PACTELUNG STACUS

Table 3. 118 new ransomware families were seen: New ransomware families in 1H 2018
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Exploit kits, likewise, continued its somewhat subdued presence in the landscape. The total number of

attacks decreased, even if operators continued to update the kits with newer exploits, as discussed earlier.
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Figure 19. Exploit kit activity increased in Q2, Rig being the most active:
Quarterly exploit kit activity by exploit kit

The decline in ransomware is also reflected in the volume of mobile apps that have ransomware capabilities.
However, they have not completely dropped out of the threat landscape and are thus still an important

threat that smartphone users need to be aware of.
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Figure 20. Unique mobile ransomware sourced by Mobile App Reputation Service (MARS) decreased:
Monthly unique mobile ransomware detections in 1H 2018
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Data breaches have been part and parcel of the increasing reliance of more and more organizations on
online resources and cloud services for several years now. However, media attention has often been on
breaches that occur in the U.S., where a lot of technology services are based. This does not mean, though,

that data breaches are not an issue outside that country.

Company description Da;i:"ide g::;:::;/ Total records
Ride-hailing service Apr 23 | U.AE. 14,000,0008"
Bank May 2 | Australia 12,000,00082
State-franchised lottery group Mar 16 | U.K. 10,500,0008
Online school exam analysis system Jun 10 | Malaysia 10,300,000%
Video streaming and sharing site Jun 13 | China 10,000,00088
Consumer electronic retailer Jun13 | UK. 10,000,0008¢
Child-centric communication app Mar 11 | Israel 8,500,0008
Government ministry Mar 24 | India 5,000,0008
Healthcare facility Jan 18 | Norway 3,000,000
Telecommunications provider Feb 7 | Switzerland 800,000
News magazine organization Mar 1 | France 693,000
IT-oriented online portal Feb 20 | Singapore 685,000
Payroll system Feb 17 | India 550,000%
Parcel delivery company Feb 7 | Ukraine 500,000%
Broadband provider Apr 18 | Hong Kong 380,000%
Wireless telecommunications provider Feb 12 | Canada 350,000
Hotel Jun 26 | Japan 124,963
Telecommunications provider Jan 24 | Canada 100,000

Table 4. As many as 18 non-U.S. data breaches exposed at least 100,000 records each:
Non-U.S. data breaches in 1H 2018
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