
1% 

1% 

9% 

29% 

30% 

64% 

66% 

2% 

2% 

8% 

27% 

39% 

50% 

72% 

CEO 

OTHER 

ADMINISTRATIVE EMPLOYEES 

C-LEVEL EXECUTIVES 

PRIVILEGED USERS 

CONTRACTORS & THIRD PARTIES 

ORDINARY USERS 

U.S. 

GERMANY

14%
19%

28%
30%

8%
15%

37%
63%

55%
38%

62%
56%

70%
67%

Read the full Ponemon report, The Unintentional Insider Risk in United
States and German Organizations at Forcepoint.com.

CAUSE OF INSIDER THREATS

BIGGEST RISK

COST OF NEGLIGENCE

CHARACTERISTICS OF GREATEST RISK EMPLOYEES

REDUCING NEGLIGENCE

ACTION PLAN

All workplaces share the same security threat: 
the well meaning but careless employee who 

may be more focused on productivity than protecting 
the company’s sensitive or confidential information.

24% 

51% 

43% 

49% 

40% 

63% 

70% 

70% 

68% 

80% 

29% 

57% 

46% 

44% 

45% 

66% 

66% 

68% 

71% 

81% 

SEASONED / SEVERAL YEARS
OF RELEVANT WORK EXPERIENCE

HIGH SCHOOL EDUCATION  
(NO COLLEGE OR UNIVERSITY DEGREE) 

COLLEGE OR UNIVERSITY DEGREE 

OLDER 
(BABY BOOMERS) 

FEMALE

MALE 

EMPLOYEES WHO WORK OFFSITE 

YOUNGER 
(MILLENNIALS) 

FREQUENT TRAVELERS 

 NEW/ENTRY LEVEL

NEGLIGENCE #1 CAUSE 
OF INSIDER THREATS

CAUSES

73% 70% 67% 64% 

UINTENTIONAL NEGLIGENCE 
SEVERELY DIMINISHES IT 
FUNCTION PRODUCTIVITY

INCIDENTS ARE CAUSED 
MORE BY MISTAKES THAN 

BY INTENTIONAL OR 
MALICIOUS ACTS

94% 

57% 
91% 

57% 

THE LIKELIHOOD OF 
THIS HAPPENING IN 

ORGANIZATIONS

THE RISK THIS POSES 
TO ORGANIZATIONS

COMBINING BUSINESS AND PERSONAL DATA
ON OWN DEVICES

86% 94% 
77% 86% 

THE LIKELIHOOD OF 
THIS HAPPENING IN 

ORGANIZATIONS

THE RISK THIS 
POSES TO 

ORGANIZATIONS

EMPLOYEES DUPED 
BY PHISHING SCAMS

U.S. $1.5 MILLION 
GERMANY  €1.6 MILLION

U.S. $198 
GERMANY €145

IT SPENDING COULD BE CUT IN HALF
BY REDUCING EMPLOYEE NEGLIGENCE

DETERMINING INTENT

79% 
69% 

81% 
56% 

79% AND 81% BELIEVE 
EMPLOYEES WHO 

MULTITASK ARE MORE 
LIKELY TO BE NEGLIGENT

69%  AND 56% BELIEVE 
EMPLOYEES WHO WORK 
TOO MANY HOURS ARE 

MORE LIKELY TO BE 
NEGLIGENT

MALICIOUS OR NEGLIGENT INCIDENTS 
DIFFICULT TO DIFFERENTIATE

COST OF TIME WASTED 
RESPONDING TO SECURITY INCIDENTS 

CAUSED BY HUMAN ERROR

AVERAGE COST PER RECORD
WHEN A DATA BREACH 
IS DUE TONEGLIGENCE

LONG HOURS 
AND MULTI-TASKING

YES NO

51% 49% 56% 
44% 

20% 
23% 

37% 

18% 

2% 

23% 25% 

36% 

15% 

1% 

LESS THAN 10% 11% TO 25% 26% TO 50% 51% TO 75% 76% TO 100% 

THERE IS NO SOLUTION

ENFORCE PENALTIES FOR
NON COMPLIANCE

PROVIDE COMPLIANCE INCENTIVES 

MONITOR EMPLOYEE BEHAVIOR 

LIMIT PRACTICES THAT CAUSE RISK 

ASSESS THE RISKS FOR MAIN CAUSES 

 CONDUCT FREQUENT TRAINING
AND AWARENESS PROGRAMS

€ € € €

NEGLIGENCE IS THE #1
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