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Introduction

Good old-fashioned stick-’em-up bank
heists have seemingly been pushed to the
curb by digital heists in 2013. Cybercriminals
who used sophisticated techniques to get
hold of credit card numbers, bank accounts,
and even personally identifiable information
(PII) in a matter of minutes have taken the
place of traditional thieves. Information is,
after all, the new currency. And with it on
hand, cybercriminals can hold victims at
their mercy, which should make us all realize

that we stand to lose more than we think.

We saw old threats “refined” throughout
2013. The number of online banking
malware we detected, for one, increased as
the year progressed, even in countries they
did not previously target. October 2013 also
proved troublesome for users, as the number
of ransomware infections increased and as
the malware took an even more crippling
torm—CryptoLocker. These and other
refinements over the past year echoed what
we predicted would happen—cybercriminals
would improve existing tools instead of

create new ones.!

On the mobile security front, we witnessed
the mobile malware and high-risk app
volume surpass the 1-million mark as early

as September 2013.> The current volume

has, in fact, reached roughly 1.4 million, with
1 million new malicious and high-risk apps
found in 2013 alone.

Media coverage on targeted attacks may have
decreased in 2013 but we continued to find
campaigns worldwide. We found attacks
target various countries, including Brazil,

France, and Germany.

In the vulnerability space, Oracle’s end of
support for Java™ 6 led to the rise of even
more problems, which highlighted risks
involved with not upgrading or continuing

to use unsupported software versions.’

Taken together, while assaults against
personal data have already been occurring
for quite some time, they did not reach
public consciousness as much as they did
in 2013. Going after personal information
proved to be a resounding theme last year,
highlighted by debates on Edward-Snowden-
fueled revelations about state monitoring on
citizens. 2013 may have, in fact, prompted
everyone to ask one of the most important
questions in today’s “digital age”—How can
we keep our information safe? For most, the
answer can be one of two things—disclose
less or find products that can help us protect

ourselves.

Note: All mentions of “detections” within the text refer to instances when threats were found on users’
computers and subsequently blocked by any Trend Micro security software. Unless otherwise stated, the figures
featured in this report came from data gathered by the Trend Micro™ Smart Protection Network™ cloud security
infrastructure, which uses a combination of in-the-cloud technologies and client-based techniques to support on-

premise products and hosted services.
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CYBERCRIME AND THE CYBERCRIMINAL UNDERGROUND

Malware that went straight for
victims' money not only rose in
number; they also targeted users in

more reglons.

Money-Grabbing Malware
Numbers Soared

2013 was a challenging year for users
worldwide, as refined threats posed serious
risks to their digital lives. Common tasks
like making online banking transactions and
engaging in other financial-related activities
put their private information and wallets at

great risk.

Online banking malware took center stage in
terms of volume increase. Our number of
online banking malware detections reached
almost 1 million by the end of 2013. The
United States and Japan remained most
affected by online banking malware in the
fourth quarter of 2013, with Brazil and
Taiwan trailing close behind. The increase
in the volume could be attributed to more

online banking threat activities in Brazil and

Japan.

1] Cybercrime and the Cybercriminal Underground

In Brazil, we observed an increase in the
use of .CPL files or malicious Control Panel
items that were embedded in .RTF file spam
attachments.* This trend started sometime
in September 2013 and deviated from
the typical online banking malware social
engineering tactic of using .RAR or .ZIP

files as attachment.

We also observed an increase in the number
of ZBOT infections in Japan in the third and
fourth quarters of 2013, which suggested
a rise in cybercriminal activity either in the
country or targeting Japanese users who
weren’t considered a big online banking

malware target in previous years.

Malware refinements and the surge in the
online banking malware volume led to a
grave consequence for victims—actual

monetary loss.> % 7#



TREND MICRO | TrendLabs 2013 Annual Security Roundup

Total Online Banking Malware Volume, 2012 and 2013
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The total number of online banking malware infections in 2013 doubled from 2012's around 500,000. This could
be attributed to the spike in the number of online banking malware in Japan in the fourth quarter of 2013. A spike
was also seen in Brazil during the holidays, when cybercriminals spread phishing emails and banking Trojans.

As a prime example of refinement,

meanwhile,  CryptoLocker’s  emergence
last October as an improved version of
ransomware showed how cybercriminals
enhanced their tools rather than created new
ones.” A spam campaign proved responsible

for several infections, as we found emails

2 | Cybercrime and the Cybercriminal Underground

carrying TROJ_UPATRE variants, known
CryptoLocker carriers, as attachment."
CryptoLocker not only blocked user access
to infected computers, it also forced them
to buy a decryption tool for US$300 or with
cryptocurrencies just to make the problem

g0 away.
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Quarterly Ransomware Volume, 2012 and 2013
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The total number of ransomware we detected in 2013 more than doubled compared with that in 2012. The
volume was particularly high in the third quarter of 2013 (30,000) due to the rise in the number of CryptoLocker

detections last October.

Cybercriminal efforts to stay under the radar
were relentless.!! TLast October, we also
documented their use of sites in the so-called
“Deep Web” that guaranteed anonymous
and untraceable access.'”” We analyzed how
they used the network to exchange tools
and tactics by closely examining existing

marketplaces.

3| Cybercrime and the Cybercriminal Underground

All of these, however, didn’t translate to
lack of security industry wins in 2013. The
October arrest of the Blackhole Exploit Kit
creator, Paunch, led to a notable decrease in
the overall spam volume in November 2013,
as shown by Smart Protection Network
data.”® This trend reflected the Blackhole
Exploit Kit’s demise.'* By December,
however, the overall spam volume started to
gradually rise once more, as cybercriminals
went after organizations in the financial and

software industries.
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Top Industries Spoofed by Blackhole Exploit Kit Spam, 2013
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Based on our tracking of Blackhole-Exploit-Kit-related spam campaigns, around 25% targeted banks and software

companies.

As a not-so-surprising twist, the notorious
DOWNAD/Conficker worm slowly lost
momentum throughout 2013, as more and
more users—individuals and organizations
alike—shifted to newer Windows® versions.
In fact, the 2013 overall Smart Protection
Network numbersshowthatthe DOWNAD /
Conficker detection volume decreased from
741,000 in the first quarter to only 229,000
by the end of December. Despite the

4 | Cybercrime and the Cybercriminal Underground

decline, DOWNAD/Conficker remained
the top malware among enterprises and
small and medium-sized businesses (SMBs)
in 2013. Patching the vulnerability addressed
by MS08-067 though prevents DOWNAD/
Conficker infections. Vulnerability shielding
via Trend Micro Deep Security also prevents
the worm from spreading throughout a

network.
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Top 3 Malware, 2013
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DOWNAD/Conficker remained the top malware in the fourth quarter of 2013 though the total volume significantly
dropped from 741,000 in the first quarter.

Top 3 Malware by Segment, 2013

ENTERPRISE
WORM_DOWNAD 364K | WORM_DOWNAD 360K | WORM_DOWNAD 86K | WORM_DOWNAD 184K
PE_SALITY 81K | ADW_BPROTECT 53K | ADW_BPROTECT 33K | ADW_DEALPLY 44K
PE_VIRUX 34K | ADW_BHO 28K | ADW_TOOLBAR 21K | ADW_DEFTAB 43K
SMB
WORM_DOWNAD 81K | WORM_DOWNAD 59K | WORM_DOWNAD 17K | WORM_DOWNAD 42K
PE_SALITY 17K | ADW_BPROTECT 9K | ADW_TOOLBAR 9K | ADW_DEFTAB 23K
TROJ_ZACCESS 14K | ADW_BHO 8K | ADW_BPROTECT 8K | HKTL_PASSVIEW 17K

CONSUMER

TROJ_ZACCESS 163K | ADW_BHO 370K | ADW_BHO 158K | ADW_DEFTAB 89K
CRCK_KEYGEN 162K | ADW_BPROTECT 216K | ADW_BPROTECT 138K | ADW_OPENCANDY 60K
ADW_PRICEGONG 157K | BKDR_BIFROSE 208K | TROJ_FAKEAV 87K | ADW_BHO 54K

DOWNAD/Conficker malware plagued businesses until the last quarter of 2013 while consumers mostly fell prey
to adware. This was not surprising because consumers were more likely to upgrade software than companies,
which had to adhere to budget constraints and compliance issues.

5 | Cybercrime and the Cybercriminal Underground
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Trend Micro Smart Protection Network Blocking Rates, 2012 and 2013
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The total number of threats we blocked increased by 7 billion from 2012 to 2013. Our detection rate also rose, as
we now block more than 2,500 threats per second.

Deep Web and Cybercriminal Underground Ware Prices, 2013
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i Web
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Crimeware prices varied, depending on where they were sold. Counterfeit Euro and U.S. banknotes were sold at
significant prices. Fake documents were also considered precious commodities. Besides peddling stolen data,
note that cybercriminals also offered services like Web development.

refers to “the average cost on sites in the Deep Web”

6 | Cybercrime and the Cybercriminal Underground
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MOBILE

Mobile threats grew both in terms
of volume and sophistication, made
DOSsIble by the PC-to-mobile shift.

Bigger Number, Wider Reach

Android™ was and still is the most
dominant mobile OS in the market today.
In fact, Gartner believes that the number of
Android users will surpass the 1-billion mark
this year."” But along with its dominance last
year came a large number of malicious and
high-risk or potentially unwanted apps—
almost 1.4 million—by the end of 2013

since the discovery of the first Android
Trojan in 2010. This translated to 1 million
new Android threats found in 2013 alone.
Cybercriminals will continue to exploit the
OS’s dominance, as we predict the malicious
and high-risk app volume to reach 3 million

by the end of this year."

Malicious and High-Risk Mobile App Growth, 2013

3Q 4Q

The number of mobile malware and high-risk apps more than doubled from 2012 to 2013. The number of
malicious apps found in third-party and legitimate app stores also rose.

Note: High-risk or potentially unwanted apps are those that can compromise user experience because they
display unwanted ads, create unnecessary shortcuts, or gather device information without user knowledge nor

consent. Examples include aggressive adware.

7 | Mobile
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Top New Mobile Malware Family Additions, 2013

® 29% FAKEINST

® 24% OPFAKE
[ 7%  GINMASTER
[ 6% JIFAKE
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o 3% STEALER
o 3% SMSFACTOR
o 2% SMSREG
o 2%  FAKEDOLPHIN
® 15% Others

As usual, Trojanized versions of popular apps made up most of the additions to 2013’s list of Android malware
families.

Top Mobile Threat Types, 2013

60%

30%
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PREMIUM ADWARE DATA MALICIOUS REMOTE HACKING
SERVICE STEALER DOWNLOADER CONTROLLER TOOL
ABUSER

Premium service abusers and adware remained the most common Android threats in 2013. Premium service
abusers registered victims to overpriced services while adware aggressively pushed ads and could even collect
personal information without victim consent.

Note: A mobile malware family may exhibit the behaviors of more than one threat type.

8 | Mobile
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As we noted in the third quarter of 2013,
while the majority of the malicious and high-
risk apps found in the wild were hosted on
malicious domains (80%), they also found
their way to legitimate, including third-party,
app stores (27%). We were, for instance,
able to download some malicious apps from
Google Play that pushed ads that led to
fraudulent sites.'” BlackBerry, in partnership
with Trend Micro, also identified and blocked
2% of repackaged Android apps before they
could be sold in BlackBerry World because

these were flagged as either “malicious” or

“high-risk” apps. Apple’s App Store®™ was
not spared as well, as security researchers
created a proof-of-concept (PoC) app that
slipped past the vendor’s app approval
process. They discovered that attackers could
still effectively hide malicious behaviors that
normally led to rejection during the standard
review process just like what happened back
in 2011."% " These incidents highlighted just
how cybercriminals continuously improved
their malicious mobile wares to get them

onto even legitimate app stores.

How App Submission Works

iOS
A Developer gets an
Apple ID, a distribution

certificate, and a
provisioning profile

Developer archives,
validates, and submits

an app

Apple reviews the app;
developer awaits
approval through
iTunes Connect

Developer directly
releases the app
to users

Android

Developer chooses
between the free or paid
model then gets a
checkout account if he
chooses the latter

Developer directly
releases the app
to users

Google removes
noncompliant apps
from its store

This diagram shows how developers could submit their apps to both Google Play and Apple's App Store. Android
apps require uploading a signed .APK file, market media, the necessary listing details, and copy before the .APK
file can finally be activated and the app published. The App Store, meanwhile, requires developers to undergo a
tedious approval process, as Apple implements an underlying security model to protect both user data and an
app from being modified and distributed without its developer's knowledge.

9 | Mobile
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Apart from malicious and high-risk apps, Web
threats like phishing continued to spread to
mobile devices.’ In 2013, the total number
of mobile phishing sites, though still not
comparable to those seen in the PC space,
rose by 38% from 2012. Unlike traditional

phishing sites seen on computers, mobile
phishing sites were specially crafted to steal
information from users who browsed the
Web and engaged in various online activities
via their smartphones or any other type of

mobile device.”!

Mobile Phishing Site Volume Growth, 2012 and 2013

0 2012

O 2013

Although the increases were not consistent, the cumulative number of mobile phishing sites continuously rose
throughout 2012 and 2013. We particularly saw a huge spike in the second quarter of 2013 due to a rise in the

spoofed PayPal site volume.

Top Mobile Phishing Targets, 2013

76%  Financial service
4%  Shopping/Auction
3%  Telecommunications
2%  Social networking

1%  Web-based email service

14%  Others

Financial sites remained the most favored phishing target even in the mobile space in 2013, particularly in the
second quarter. PayPal was the most abused company when it came to phishing scams.

10 | Mobile
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Spam also figured as a mobile threat vector, but also in terms of sophistication, especially
as evidenced by a WhatsApp scam we saw with regard to infection vector. They used
last September.”? That said, mobile threats spam and delivered different types of
definitely grew not just in terms of volume malware, depending on a victim’s OS.

WhatsApp Scam Infection Chain

% Email Client -Inbox & Web Browser

O

Clicking the image with the word “Play” leads

Fake WhatsApp voice mail arrives via email the victim to a malicious site, which prompts
the download of a mobile version of a fake app

On an Android device, clicking “Play” opens a On an iOS device, clicking “Play” leads the
fake browser, which is actually a piece of victim to a site that downloads a malicious
malware; the browser triggers the sending of app; jailbroken devices are at greater risk
text messages to certain phone numbers and though, as iOS devices can only download
convinces the victim to download another apps from the App Store by default

malicious app

This scam highlighted how some cybercriminals have “gone mobile.” The attack primarily focused on mobile
devices, as all others were included just as an afterthought.

Banking threats also made waves in the intercepted mobile banking authentication
mobile space by introducing a compromise messages.”* In the second quarter of 2013,
to two-factor authentication methods.” The FAKEBANK malware went after mobile
Perkele crimeware toolkit was specifically banking users’ account information, call logs,
designed to affect mobile apps and could be and text messages in the guise of a legitimate

used for man-in-the-middle (MitM) attacks. banking app.”
PERKEL malware, created with Perkele,

11| Mobile
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How MitM Attacks Work

0 Malware infects a victim's computer

9 PC malware prompts the victim to
scan a QR code; when scanned, QR
code downloads another malware

e Mobile malware intercepts SMS
containing the one-time passcode;
attacker’s server receives the code

@ Web Browser

e ——
Online Banking

9 Victim visits a monitored online

banking site

@ Web Browser

—
Online Banking
_—

9 PC malware initiates a banking transaction;

SMS containing authentication code is
sent to the mobile device

@ Web Browser

—
Online Banking

@ PC malware receives code and

completes transaction

Successful MitM attacks typically gave attackers access to banking information. In MitM attacks, attackers got
their hands on all kinds of communication routed from a smartphone to an online banking site and vice versa.
Note: The steps in this diagram were based on an incident involving PERKEL malware.

Several mobile vulnerabilities made headlines
in 2013.* Security flaws in SIM cards and
mobile OSs were unraveled, top-billed by the
Android “master key” vulnerability found
last July, which allowed installed apps to be
turned malicious without user consent nor
knowledge.”” OBAD malware also exploited
a critical vulnerability in Android.”® Patching

12 | Mobile

vulnerabilities remained a concern, especially
for most Android users, given the complex
process security updates had to go through
before they reached users. Then again, no
OS remained safe, as an 10S 6 security flaw
was also found, which could grant complete
access to an iPhone® or iPad® running the

said platform.
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How the Android Update Process Works

Google creates the latest It makes the update
update to Android OS. available to manufacturers.

Device manufacturers make the update compatible with their devices.
Phone companies must then approve the update for end users.

A

Android’s complicated update process could be one reason why devices remained vulnerable to various threats.

13 | Mobile
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TARGETED ATTACK CAMPAIGNS AND CYBER ATTACKS

Targeted attacks showed no signs
of abating though they no longer
gained as much attention.

Targeted Attack Trends

Attackers continued to hone their techniques
in 2013 and focused on gaining access to
government information. We saw targeted
attacks in different parts of the globe.
Old vulnerabilities alongside new ones
were heavily used. The CVE-2012-0158
vulnerability, for instance, was exploited via
a specially crafted .DOC or .RTF file that
affected Microsoft™ Office® 2003, 2007,
and 2010 users worldwide because though
the bug has been patched, not everyone
updated their software.” A zero-day exploit

for Internet Explorer® was also used in
a watering hole attack targeting the U.S.
Department of Labor site last May.” Our
investigation revealed that visitors of the
compromised site were redirected several
times before they ended up with BKDR_
POISON:-infected computers.”

Given the potential data loss that can
result from becoming a target, protecting

infrastructure is more crucial than ever.

Industry Targets, 2013

©

TELECOMMUNICATIONS

@

INDUSTRIAL AVIATION

GOVERNMENT

7 @

CONSUMER
ELECTRONICS

o

AEROSPACE

Q

EDUCATION ENERGY

MILITARY

STEEL MANUFACTURING

Government sites suffered most from targeted attacks in 2013.
Note: This chart shows our findings on the targeted attacks we monitored throughout 2013.

14 | Targeted Attack Campaigns and Cyber Attacks
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Countries Most Affected by Targeted Attacks, 2013

France & E=D
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Targeted attackers did not discriminate among countries in 2013. Countries in Asia, particularly Japan and
Taiwan, were, however, hit the hardest.
Note: This chart shows our findings on the targeted attacks we monitored throughout 2013.

File Types Used as Spear-Phishing Email Attachments for
Targeted Attacks, 2013

RTF

PKZIP 22%

RAR 14%

XLS 12%

MIME 12%

DOC/DOCX 10%

PDF

'|IH|I

o

15% 30%

.RTF files were most used in targeted attacks, closely followed by .PKZIP files. This could be attributed to the fact
that .RTF files allowed for multiplatform exchange of documentation and that most security software don’t scan
compressed files like those with the .PKZIP extension name.

Note: This chart shows our findings on the targeted attacks we monitored throughout 2013.

15 | Targeted Attack Campaigns and Cyber Attacks
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Throughout 2013, we saw varied targeted
attack campaigns, each with a unique
technique. The Safe campaign, for instance,
used spear-phishing emails to exploit the
Microsoft Office vulnerability, CVE-2012-
0158.%2 Attackers used nearly 12,000 unique
IP addresses spread across more than
100 countries that were connected to only

two sets of command-and-control (C&C)

Data Breaches Grew in
Number

Data breaches were also fairly common in
2013, as several high-profile targets were
revealed. Evernote, for instance, suffered
a breach last March, which prompted it to
reset the passwords of its 50 million users.”

Around the same number of users were

infrastructure. The EvilGrab campaign,
meanwhile, showcased attackers’ ability to
adapt to their targets, as they mostly targeted
organizations in the Asia-Pacific region.
Their routines were also customized, as
when they went after Tencent QQ data.”
Additional research showed that 89% of
EvilGrab’s activity targeted government

organizations.”

victimized by the LivingSocial breach later
in May™ In addition, the Identity Theft
Resource Center (ITRC) reported that the
health care industry suffered a total of 267
data breaches, which accounted for the loss

of more than 4 million records.”

Data Breach Incidents with the Highest Number of Stolen Records, 2013

160M

Adobe Various
South Korean
companies

Target LivingSocial Cupid

Media

Adobe suffered most from data breaches though 2013 showed that no company, regardless of size, is safe from

cyber attacks.

16 | Targeted Attack Campaigns and Cyber Attacks
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Cyber Attacks Affected
Real-World Operations

Earlier last March, the MBR Wiper attack
strongly hit South Korea and paralyzed
several major banking and media companies,
which left many of the country’s citizens
unable to withdraw money from ATMs
and news broadcasting crews cut off from

their resources.’® Another destructive attack

17 | Targeted Attack Campaigns and Cyber Attacks

against South Korea occurred on June 25,
which raised the country’s cybersecurity
alarm from level 1 to 3, as this affected
different government and news sites.”” These
examples showed how a digital attack could

have destructive real-world implications.
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EXPLOITS AND VULNERABILITIES

Java exploits highlighted the known
oroblem of using old, unsupported

software versions.

The Problem with Being
Unpatchable

Attackers didn’t need to seek out new
vulnerabilities in 2013, as some computers
either remained unpatched or ran software
versions that were no longer supported. We
saw this most when attackers continuously
targeted Java 6, which 76% of organizations
still ran, even after Oracle withdrew support
for the software. It didn’t help that Java
vulnerabilities accounted for 91% of the
total number of Web-based attacks in 2013.%

Attackers also exploited other low-hanging
fruits apart from Java. Windows XP was
among the affected OSs, as evidenced by 45
Microsoft security bulletins released between
July 2012 and July 2013.*" And because
Microsoft will no longer support Windows
XP security-wise starting this April, around
30% of the world’s PCs, which currently run
the OS, will become even more vulnerable
to attacks.” This will also pose a setious
problem for banks, as more than 95% of
ATMs in the United States still run Windows
P4

Windows XP User Base Decline, 2013

40%
38%

20%
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The Windows XP share of the Microsoft OS pie steadily declined throughout 2013, most likely due to the looming
end of support for the software this coming April. The end of support means users should become more vigilant
against threats, especially exploits for unpatched or unpatchable vulnerabilities. They should, in fact, consider

upgrading their OS or at least using security software.
Source: NetMarketshare.com

18 | Exploits and Vulnerabilities
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Last February, Adobe® Flash® and Adobe
Reader® were also hit by spam attacks
bearing malicious .SWF and .PDF file

attachments.*»#

Server-side vulnerabilities like that on
Ruby on Rails™ seen last May also allowed
attackers to turn affected servers into
malicious Internet Relay Chat (IRC) bots.*
The Plesk zero-day exploit spotted last June
also allowed attackers to gain control over
Web servers. The theft of the source code
of Web application development platform,
ColdFusion, last October further gave
cybercriminals an upper hand with regard
to getting past secure I'T operations. These
incidents brought to light how important
maintaining secure Web servers and patching
computers were, especially in an enterprise

setting,*’

Windows had its fair share of 2013 exploit
attacks. CVE-2013-5065, which was seen last
November, for instance, allowed attackers
to gain complete control of affected
computers via elevated access privileges. The
same vulnerability was also exploited via a
malicious .PDF file to deliver a backdoor to
affected computers as part of targeted attack
campaigns.*” This vulnerability, however, has

since been patched.

2013 also showed that old but reliable
exploits still worked because users either
refused or failed to patch or upgrade their
software for various reasons. This behavior
made it easy for attackers to do their jobs
in 2013; users in 2014 will surely suffer the

same fate if this practice lives on.

Timeline of Zero-Day Attacks, 2013

Oracle Flash
Java Player

CVE-2013-0422 CVE-2013-0633 | CVE-2013-0634

N

Internet
Explorer

CVE-2013-1347 | CVE-2013-3893 J§ CVE-2013-3897 | CVE-2013-3918

2014

th

) Microsoft
Ichitaro Windows

CVE-2013-1823 CVE-2013-0463

Oracle
@ Plesk Java

. Exploit report date . Deep Security Rule

. Vendor patch
release date

release date

“Retired” software or those that no longer received support from their vendors were ripe exploit targets in 2013,
as users of Plesk software older than Parallels Plesk Panel 9.5 and Java 6 learned. We were, however, able to
issue Deep Security rules for Microsoft Windows and Internet Explorer exploits even before patches for these
were released.
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TREND MICRO | TrendLabs 2013 Annual Security Roundup

CVE Vulnerability Severity Ratings, 2013
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Based on ratings set in CVEdetails.com, 62% of the vulnerabilities disclosed in 2013 were of “medium” (4.0-6.9)
severity while almost 30% were of “high” (7.0-10.0) severity. The numbers closely compare with those cited in
2012. This means that users should remain vigilant when it comes to updating their software, upgrading to the
latest versions, and, in cases of unpatched vulnerabilities, using security software.

Source: CVEdetails.com

Most Exploited Java Browser-Based Vulnerabilities

® 30% CVE-2013-2465
® 26% CVE-2012-1723
® 20% CVE-2013-2463
[ 9%  CVE-2013-2423
o 7%  CVE-2011-3544

4%  CVE-2013-1493
[ 2%  CVE-2012-0507

2%  CVE-2012-4651

This chart shows the most exploited Java 6 and 7 browser-based vulnerabilities in 2013 according to our Browser
Exploit Prevention System data. The data show that cybercriminals exploited almost an equal number of new and
year-old vulnerabilities.

Note: The numbers were based only on a month’s worth of exploit attempts or attacks against certain Java
vulnerabilities we monitored in 2013.
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DIGITAL LIFE SECURITY ISSUES

Although digital life and privacy threats,
especially concerning social media, "personal
cloud,” and online account use, remaineac
constant, the discovery and eventual ebb of
state-sponsored monitoring iNto mainstream
awareness may pose further risks to user data.

Social Engineering + Social
Media = Business as Usual

“Old” and income-generating cybercriminal
tricks remained a major concern among
users when it came to keeping personal
information safe. But the emergence of
news surrounding the amount of data the
National Security Agency (NSA) gathered
added another layer of concern for those
unaware of how their information was
gathered and used.” Despite recent events,
however, 2013 was “business as usual” for
cybercriminals who used social media as

“standard” means to deliver threats.

As in years past, social engineering remained
the most effective cybercriminal tool to
get victims to either click a malicious link
or download malware, and inadvertently
disclose sensitive data. In 2013, the launch
of much-awaited gadgets like the PlayStation
4® and Xbox® One, widely celebrated
occasions like Halloween, and natural
disasters like Typhoon Haiyan proved top

social engineering lures.

Top Social Engineering Lures, 2013

IRON MAN 3

TEXAS FERTILIZER PLANT BOMBING

HOLIDAY SHOPPING .. c.con
BOSTON MARATHON

““POPE FRANCIS

MIT SHOOTING GOOGLE GLASS "<

TYPHOON HAIYAN WINDOWS & VALENTINE'S DAY

PLAYSTATION 4

NELSON MANDELA

As usual, cybercriminals used the most-talked-about issues, events, movies, gadgets, and natural disasters to lure

as many victims as possible to their specially crafted traps.
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Various social media platforms continued to
be littered with threats. We saw an endless
slew of Facebook scams; even its messaging
app was not spared.”*">> We also found
malicious Twitter accounts that offered a
variety of hacking tools last October, after
the site went through a major account hack
earlier in April.>*

Pinterest did not suffer major attacks apart
from one case wherein a Blackhole Exploit

Kit spam run used its name. Fraudsters

began spreading fake online video streaming
sites on Tumblr last year.>>" The 2013 social
media threat spotlight shone most brightly
on Instagram though, as the number of fake
accounts and “free-follower” scams on the

site continuously rose throughout the year.”
59

Amid the social media buzz, phishing still
proved a lucrative means to earn a living for
the bad guys, as those who lost their Apple
IDs could attest to.”

Apple-Related Phishing Page Volume Growth, 2013

10K
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We noted an increase in the number of phishing sites targeting Apple IDs in 2013. Some attacks asked not only
for victims’ Apple IDs but also for their billing addresses and other personal and financial information.

Users should realize that revealing too much
information on sites can make their personal
information ripe for cybercriminal picking,
Data remained wvaluable commodities in
the cybercriminal underground; the bad
guys even had their own business model.”!
“Fullz” or a collection of crucial information
beyond names, addresses, and credit card

numbers typically stolen from unsuspecting
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users continued to be sold in underground

forums.

Threats to our digital lives, the recent
revelations about government spying on
private citizens, and the ongoing public
distrust beg the question, “Is privacy in

today’s digital age really dead?”
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Appendix

Quarterly Online Banking Malware Detections by Country, 2013

1Q 2Q
COUNTRY COUNTRY
USA 33% USA 28%
Brazil 10% Brazil 22%
Australia 5% Australia 5%
Taiwan 5% France 5%
Canada 4% Japan 4%
Japan 3% Taiwan 4%
India 3% Vietnam 3%
France 3% India 2%
Philippines 3% Germany 2%
Germany 2% Canada 2%
OTHERS 29% OTHERS 23%

COUNTRY COUNTRY
USA 23% USA 22%
Brazil 16% Japan 19%
Japan 12% Brazil 12%
India 6% Taiwan 6%
Australia 3% France 5%
France 3% Germany 3%
Germany 2% India 3%
Vietnam 2% Canada 2%
Taiwan 2% Australia 2%
Mexico 2% Italy 2%
OTHERS 29% OTHERS 24%

The number of ZBOT infections in Japan rose in the last two quarters of 2013, which suggested a rise in
cybercriminal activity either in Japan or targeting Japanese users who weren't considered a big online banking
malware target in previous years.
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Countries with the Highest Number of Botnet C&C Servers, 2013

1Q 2Q
COUNTRY COUNTRY
USA 36% USA 24%
Australia 11% Australia 5%
South Korea 6% South Korea 3%
China 6% China 3%
Germany 3% Germany 3%
United Kingdom 3% Taiwan 2%
Brazil 2% France 2%
Italy 2% United Kingdom 2%
Taiwan 2% Brazil 1%
Chile 2% Canada 1%
OTHERS 27% OTHERS 54%

3Q 4Q
COUNTRY COUNTRY
USA 14% United Kingdom 17%
Ukraine 7% USA 15%
Russia 3% Ukraine 4%
Germany 3% Germany 3%
China 2% Netherlands 3%
Taiwan 2% Russia 3%
Australia 2% China 2%
South Korea 2% Australia 1%
United Kingdom 2% South Korea 1%
Netherlands 1% India 1%
OTHERS 62% OTHERS 50%

While the United States topped the banking victims’ list in most of 2013, our data show that online banking
malware infections are spreading worldwide. As in the third quarter of 2013, infections have been moving away
the usual targets, the Americas, to Europe.
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Top Spam Languages, 2013

@® 87.14%  English
o 2.36% Chinese
[ 1.84%  Japanese
o 1.48%  German
o 1.20%  Russian
0.28%  Portuguese

[ 0.21%  Spanish
o 0.12% Icelandic
o 0.10% Italian

o 0.10% French
o 5.177%  Others

English remained spammers’ most preferred language because it is most used worldwide.

Top Spam-Sending Countries, 2013

@ 10% USA
[ 6%  Spain
® 6% India
® 5% Argentina
O 5% Italy

4%  Taiwan
® 4% Colombia
® 4% China
® 4%  Peru
® 3% Mexico
o 49%  Others

Consistent with the top spamming language, the United States sent out the most spam. Latin American countries
like Argentina, Spain, Colombia, Mexico, and Peru remained part of the top 10.
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Top Malicious Domains Blocked, 2013

DOMAIN BLOCKED REASON FOR BLOCKING

trafficconverter.biz Has a record for hosting and distributing worms

ads.alpha00001.com Is a malicious browser hijacker that affects Mozilla Firefox, Chrome,
Internet Explorer, and other PC browsers; redirects victims to fake sites
by modifying default browser, Domain Name System (DNS), and HOSTS
file settings

ody.cc Has links to suspicious scripts and sites that host BKDR_HPGN.B-CN

adsgangsta.com Has ties to malware attacks

pu.plugrush.com Has ties to the Blackhole Exploit Kit spam campaigns

promos.fling.com Downloads malware

ws-cloud.snap.do Is known for involvement in malicious activities

embed.redtube.com Is known for involvement in malicious activities

trafficholder.com Has ties to child exploitation sites

indirs-locmocz.ws Is known for involvement in malicious activities

Most of the domains we blocked user access to had ties to malicious activities, which included serving malware.

Malicious URL Country Sources, Countries That Accessed
2013 Malicious URLs Most, 2013
USA 24% USA 29%
Netherlands 4% Japan 15%
Germany 3% China 7%
China 3% India 5%
Japan 3% Taiwan 5%
South Korea 2% South Korea 4%
France 2% Russia 3%
Russia 2% Australia 3%
United Kingdom 1% Germany 3%
Canada 1% Italy 2%
OTHERS 55% OTHERS 24%

A significant share of the malicious URLs we

blocked access to were hosted in the United Most of the users that accessed malicious URLS
States. were from the United States.
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Countries with the Highest Malicious Android App Volumes, 2013

® Belarus 10%

9 @a e ® [Bulgaria 5%
® \ietnam 5%

9 9 ® Argentina 5%

® Russia 4%

Ukraine 4%

® C(Canada 2%

9 ® India 2%

® france 2%

® Italy 2%

Belarus topped the list of countries with the highest malicious Android app volume. This could be due in part to
the smartphone penetration growth in the country.®?

Note: The ranking was based on the percentage of apps categorized as “malicious” over the total number of apps
scanned per country. The ranking was, however, limited to countries with at least 10,000 scans.

Countries Most at Risk of Privacy Exposure Due to App Use, 2013

® Uganda 17%

v ® Saudi Arabia 17%
99 ® Bulgaria 11%

9 9 ® [ndia 9%

® Argentina 8%

o ®9 Ukraine 8%

® C(anada 6%

9 ® [ndonesia 6%

® |taly 6%

® Singapore 6%

Uganda topped the list of countries most at risk of privacy exposure. It consistently made the list in most of 2013.
Note: The ranking was based on the percentage of apps categorized as “privacy risk inducers” over the total
number of apps scanned per country. The ranking was, however, limited to countries with at least 10,000 scans.
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